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1. Product Introduction

1.1 Product Overview

G100 is an loT wireless intelligent gateway that utilizes public wireless networks to provide
users with protocol integration and long-distance wireless data transmission capabilities.
The product is equipped with a high-performance industrial-grade 32-bit communication
processor and an industrial-grade wireless module, supported by an embedded real-time
operating system. It offers one RS232/RS485 port, four RS485 ports, four Ethernet LAN
ports, one Ethernet WAN port, and a Wi-Fi interface, allowing simultaneous connection of
serial, Ethernet, and Wi-Fi devices. This enables multi-protocol data acquisition,
transparent data transmission, and routing functions.
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This product has been widely applied in the M2M sector of the IoT industry chain, including
smart grids, intelligent transportation, smart homes, finance, mobile POS terminals, supply
chain automation, industrial automation, smart buildings, fire protection, public safety,
environmental protection, meteorology, digital healthcare, remote sensing surveys, military,
space exploration, agriculture, forestry, water management, coal mining, and petrochemical
industries.
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1.2 Working Principle Diagram and Product Functions
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The main functions of the product are as follows:
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Power

Supports multiple WAN connection methods, including Static IP, DHCP, PPPOE,

3G/UMTS/4AG/LTE, and DHCP-4G/5G.

Supports intelligent dual-link backup switching between 4G/5G and wired WAN (optional).
Supports VPN client (PPTP, L2TP, IPSEC).

Supports VPN server (PPTP, L2TP, IPSEC).
Supports remote management, including SYSLOG, SNMP, TELNET, SSHD, and HTTPS.
Supports local and remote online upgrades, as well as import/export of configuration files.

Supports NTP and has a built-in RTC.
Supports various domestic and international DDNS services.
Supports VLAN, MAC address cloning, and PPPOE server.

Wi-Fi supports 802.11b/g/n/ac and multiple operation modes, including Wi-Fi AP, AP Client,

repeater, and bridge mode.

Wi-Fi supports multiple encryption methods, including WEP, WPA, and WPA2, as well as MAC

address filtering.
Supports APN/VPDN.

Supports multiple DHCP servers and DHCP clients, DHCP-MAC binding, DDNS, firewall, NAT,
DMZ host, QoS, traffic statistics, and real-time display of data transmission rates.
Supports multiple network protocols, including TCP/IP, UDP, FTP (optional), and HTTP.

Supports SPI firewall, VPN pass-through, access control, and URL filtering.
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® Built-in support for various communication protocols (Modbus RTU/Modbus TCP, Siemens series,
Omron series, Mitsubishi series, IEC60870-5-101, IEC60870-5-104, DLT 645-2007, DNP3.0,
CJ/T188, and other proprietary protocols), compatible with various industrial field devices, and can
connect to IoT platforms via MQTT+SSL/TLS, HTTPS, TCP/UDP, etc.

® Supports secondary development in Python and C, allowing customization of functional
applications according to specific business needs. Additionally, a secondary development kit (SDK)
is provided to easily access system interfaces and resources, highlighting the core value of
customer solutions.
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2. Installation

2.1 Overview

The intelligent gateway must be installed correctly to achieve its designed functionality. Typically, the
installation should be carried out under the guidance of engineers certified by our company.

Note:Do not install the intelligent gateway while it is powered on.

2.2 Packing List

Please keep the packaging materials when unboxing, as they may be needed for future
transportation. The packing list is as follows:

Intelligent Gateway Main Unit x1

4G Wireless Cellular Antenna (SMA Male) x2
5G Wireless Cellular Antenna (SMA Male) x4
Wi-Fi Antenna (SMA Female) x2

Ethernet Direct Cable x1

1M 3-Core Terminal Serial Cable x1
Matching Power Supply x1

2-Pin 3.5mm Terminal Connector x1

3-Pin 3.5mm Terminal Connector x2

7-Pin 3.5mm Terminal Connector x2

Product Warranty Card
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2.3 Installation and Cable Connection

Dimensions:
The dimensions are shown in the figure below. (Unit: mm)
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Main Unit Dimensions

Note: When using the mounting bracket (optional) to install the intelligent gateway, use M3 screws.
The screw insertion depth into the gateway should be 3—4 mm.

Antenna Installation:
The wide-area wireless network antenna interfaces are SMA female connectors (labeled “ANT-1"
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and “ANT-2"). Screw the SMA male connectors of the provided cellular antennas onto these
interfaces and ensure they are tightened to avoid signal degradation.

The local wireless network (Wi-Fi) antenna interface is an SMA male connector (labeled “WIFI”).
Screw the SMA female connector of the provided Wi-Fi antenna onto this interface and ensure it is
tightened to maintain signal quality.

Note: The cellular antennas and Wi-Fi antennas must not be connected in reverse; otherwise, the
device will not function.

SIM/UIM Card Installation

When installing or removing the SIM/UIM card, gently press the eject button (the small round dot
on the left side of the SIM/UIM slot) with a pointed object to release the card tray.

To install the SIM/UIM card, place the card into the tray with the metal contact side facing outward,
then insert the tray back into the slot and ensure it is fully seated.

(The figure below shows a single SIM card example.)

Step 3
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Step 4

Connecting the Network Cable:

Insert one end of the Ethernet cable into any of the LAN1-LAN4 ports on the intelligent gateway, and
connect the other end to the Ethernet interface of the user’s device.

The signal connections of the Ethernet cable are as follows:

RJ45-1 RJ45-2 Wire Color
1 1 White/Orange
2 2 Orange
3 3 White/Green
4 4 Blue
5 5 White/Blue
6 6 Green
7 7 White/Brown
8 8 Brown

20 ©
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Connecting the RS232/RS485 Cable:

G100 user manual

Insert the RS232 and RS485 cable connectors into the 14-pin interface of the intelligent gateway. Then,
connect the other ends of the RS232/RS485 cables to the corresponding RS232/RS485 serial

interfaces of the user’s device.

The interface signal connections are as follows:

14PIN Si_grjgl Sig_na! Direction Relative to
Definition Description Smart Gateway
1 5v Si\;plla)?\(,\ﬁ/(l) Output
2 GND Power Ground Output
3 RXD Receive Data Input
4 TXD Transmit Data Output
5 Al 485A1 Input/Output
6 Bl 485B1 Input/Output
7 A2 485A2 Input/Output
8 B2 485B2 Input/Output
9 A3 485A3 Input/Output
10 B3 485B3 Input/Output
11 A4 485A4 Input/Output
12 B4 485B4 Input/Output
13 A5 485A5 Input/Output
14 B5 485B5 Input/Output
Note: RXD, TXD are multiplexed with A1, B1 and cannot be used
simultaneously.
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2.4 Power Supply Description

The intelligent gateway is typically used in complex external environments. To adapt to these
environments and improve system stability, the gateway adopts advanced power supply technology.
Users can use the standard 12VDC/1.5A power adapter to power the gateway, or directly use a DC 9—
36V power supply. When using an external power supply, it is necessary to ensure power stability
(ripple less than 300mV and instantaneous voltage not exceeding 36V), and the power capacity should

be greater than 8W.

It is recommended to use the standard 12VDC/1.5A power adapter.

2.5 Indicator Light Description

5G

The intelligent gateway provides the following indicator lights: “PWR”, “SYS”, “Online”,
“SIM”, “LAN1~LAN4”, “WAN”, “WIFI”, and “Signal Strength Indicators”. The status
descriptions of each indicator light are shown in the table below:

Indicator Light Status Description

On Device power is normal

PWR
Off Device is not powered on

SYS Blinking System is running normally

Off System is abnormal
On Device has logged in to the network

Online Off Device has not logged in to the

network
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SIM On SIM/UIM card is recognized
Off SIM/UIM card is not recognized
The corresponding network interface is
Off
not connected
LAN1~LAN4 The corresponding network interface is
On/Blinking connected / data communication is in
progress
Off WAN interface is not connected
WAN i i
on/Blinking WAN mterface_ls c_on_nected / data
communication is in progress
WIEI Off WIFI |s-not enabled
On WIFI is enabled
. Signal strength is weak (less than -
One light on 90dbm)
Signal Strength . Signal strength is medium (-70dbm ~ -
Indicator Light Two lights on 90dbm)

Signal strength is excellent (greater

Three lights on than -70dbm)

2.6 Reset Button Description

The gateway is equipped with a reset button labeled “RST”. The function of this button is to restore the
gateway’s parameter configuration to the factory default settings. The procedure is as follows: insert a
pointed object into the “RST” hole and press the reset button gently for about 15 seconds, then release
it. At this point, the gateway will automatically restore its parameters to the factory defaults and will
reboot automatically after approximately 10 seconds (the reboot process is indicated by the “SYS”
indicator turning off for about 10 seconds and then resuming normal operation).

10
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3. Parameter Configuration

3.1 Configuration Connection Diagram

Before configuring the gateway, it is necessary to connect the gateway and the configuration PC using
either the factory-supplied network cable or a Wi-Fi connection.

When using a network cable, connect one end to any Ethernet port under the “Local Network”
(hereinafter referred to as the LAN port) on the gateway, and the other end to the PC’s Ethernet port.

When using Wi-Fi, the default SSID of the 5G gateway is “Router” or “Router-5G”, and the default
password is “admin” for authentication.

W iFi or Wired Connection

——
-.‘- -

3.2 Login to the Configuration Page
3.2.1 PCIP Address Settings (Two Methods)

Method 1: Obtain IP Address Automatically

Method 2: Specify IP Address

Set the PC’s IP address to 192.168.4.9 (or any other IP address within the 192.168.4.x
range), the subnet mask to 255.255.255.0, and the default gateway to 192.168.4.1. Set the
DNS to the gateway address or a locally available DNS server.

3.2.2 Web Configuration

This chapter describes the main functions of each page. A computer connected to the 5G gateway can
access the web management tool through a web browser. There are seven main pages: Operation
Status, Data Acquisition Application, Network Settings, Application Settings, Maintenance Settings,
Cloud Platform Management, and System Management. Clicking on any main page will display
additional subpages.

To access the 5G gateway’s web-based management tool, launch |IE or another browser, enter the
gateway’s default IP address 192.168.4.1 in the address bar, and press Enter.

11
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If this is the first time logging into the web page, the following page will appear, prompting the user to

change the gateway’s default username and password. To set a custom username and password, click
the “Change Password” button to apply the changes. After that, you can enter the main information
page.

G100 user manual
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3.3 Startup Guide

(1) The gateway’s default address is 192.168.4.1. Before this, set your computer to the same subnet,
or configure the computer to obtain an IP address automatically. The figure shows the startup guide
page for the first-time gateway configuration. The default username and password for the first login
are both admin.

[ '
N
N
N }
S

1
~

(2) Users can change the login password as needed.

Change Login Password

®

(3) Perform the initial configuration according to the network environment. If the gateway uses a SIM
card for internet access, select the cellular network. If the gateway uses a wired connection, select
Ethernet. When choosing Ethernet, configure the corresponding IP fields correctly before connecting
to the internet.

13
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Change Login Password WAN

e ®

Cellular Network

Ethemet
Previous
(B e

(4) Users can choose whether to enable the Wi-Fi hotspot and set the password as needed.

Change Login Password WAN Wireless Setting
@ @ @®
gu eting
46
&
Enable (@D

“ssiD Router

* Security Mode  Open

Enable (D)
ssiD  Router-5G

" Security Mode  Open

(5) After configuring the cloud platform, it becomes convenient to perform subsequent remote
operations on the device via the cloud, as well as NAT traversal and other related tasks.

Change Login Password WAN Wireless Setting Cloud Platform Settings

° o o ®

14
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(6) Once initialization is complete, the device has basic internet access. More detailed configurations
require setting parameters in the respective sections.

Change Login Password WAN Wireless Setting Cloud Platform Settings Initialization Completed

o o ° o ®

Initialization Completed

3.4 Navigation Bar

Each device includes a web header. In this chapter, we will explore the key features and functionalities of
the web header in detail.

cmwmtlly il 5 % @ admin ~

WEBUI Header Description

Click on the retractable menu bar

Home / Home Displays the current page menu path

::h-..amme.“ll@ . ® Connection status of SIM1 and SIM2

& Wired network connection status

Manage the platform connection status
Reboot

Language switching

15
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& admin

B & admin ~

Login MGT
User Guide
Old Version WEB

Log Out

G100 user manual

Displays the current login user

Login MGT: change password

User Guide: enter the boot page settings

Old Version WEB: The old version of the web page
Log Out: User log out

3.5 Operation Status

The homepage displays the gateway’s operation status. On this page, you can comprehensively view

the status parameters of all modules. The following introduces each module.

@® Network

= Data Acquisition .
Device Info
N
S Application Name
Model
SN: 000000000000
Network™ SIM1
MAC 54:00:84.88.67.CO

@ Maintenance

& Cloud MGT

Firmware: F-G100 (Sep 12025 12:06:36) std

Sys Time: 2025-10-10 15:56:11
Sys Uptime: Odays 00:11:26

@ System

\{Q;eless

2.4G

SSID. Four-Faith

Operating Performance :

This section provides an overview of the device's current performance, displaying key metrics such as
CPU usage, memory status, and the real-time data upload and download rates. These indicators help

5G

CPU Memory ( 61.73MB/500.22MB) Up Rate:0 Bis
11
@ 5.8% 12.3% ¥ Down Rale0 Bls
Internet
B
| alll all
. Protocol SIM1 - 4G/5G Uptime: —

1P 00.00
Mask: 0.0.0.0

DNS: —
Diagnosis>>
Gateway: 0.0.0.0
IPV6: —

Setup >> AN Port

=l
SSID: Four-Faith_5G LAN

monitor the device's operational efficiency and performance.

16
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CPU Memory ( 44.34MB/121.17MB) 2 Up Rate:621.9B/s
{# 4.0% 36.6% I Down Rate:353.8B/s
Device Info :

This section is dedicated to presenting the essential information about the equipment, including key
details such as its model, serial number, firmware version, and other vital specifications. This
provides a clear overview of the device’s identity and configuration.

Field Name Description

Name Device name

Model Device mode

SN Unique device identifier
Network Network connection method
MAC Device's MAC address
Firmware Device's firmware version
Sys Time System time of the device
Sys Uptime Duration since device startup

Device Info
\ i

\

Name: Router
Model: Router

SN: CHE
Network: SIM1 g '

MAC: 5. o y

Firmware: v2.1.0 (Mar 1+ ——
Sys Time: 14 17:28
Sys Uptime: Odays 00:47:29

17
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Internet Connection :
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This module displays the WAN port network information.

Field Name Description

Main Link Displays green.for normal connection, gray
for no connection.

Protocol Device type connected to the WAN port.

IP WAN IP address.

Subnet Mask

Subnet mask for the device's internet
connection.

Gateway IP address configured for the

Gatewa .
y device.
DNS DNS address configured for the device.
. Duration of successful WAN dial-up
Uptime .
connection.
Internet O Online O Offline Setup >>
Al il
Main Backup
Protocol: SIM1 - 4G/5G Uptime: —
IP: 0.0.0.0 DNS: —
Mask: 0.0.0.0 Diagnosis>>

Gateway: 0.0.0.0
IPv6: —

Click Settings to configure the internet connection link, as shown in the figure.

18
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VAN Global Settings

Dual Link Option

Enable WAN Failover
Main
Connection Type  SIM1 - 4G/5G Username
Password APN  3gnet Auto
Connection type AUTO PIN Code
Keep Online Detection Ping
Click Diagnosis to perform a detailed network analysis, as shown in the figure.
Diagnosis
* Diagnostic Content Net
Diagnostic Results
DNS Resolution  Test Address: www.baidu.com
IPv4 Resolution: -
IPv6 Resolution: -
Main Link
Network Config SIM1 - 4G/5G Normal
Module Status  NL668 Normal
Module Version  19006.1000.00.01.74.25 Normal
Wireless:

Displays information related to the dual-band Wi-Fi. Click Settings to access more detailed wireless
(Wi-Fi) configurations. Wi-Fi supports AP mode, client, repeater, and bridge modes, and you can also
view information about devices connected to the Wi-Fi.

Wireless Setup >>
2.4G 5G
SSID: Router 551D Router-5G
Password: ***** Passwaord: ****
Encryption: Open Encryption: Open
Devices: 1 Devices: 0
More=> More>>

19
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WIFI Virtual Interface

2.4G

Enable ()

* Wireless Mode Access Point
*ssiD  Router * Security Mode  Open

* Signal Through Walls Hide SSID

> Advance

5G

LAN Port:
If a port is displayed in green, it indicates that a device is connected to that LAN port; if displayed in
gray, it indicates that no device is connected.

LAN Port O Connected [ Idle Setup >>

MAC: 54:D0:B4:B8:67:CO DHCP: Enable
IP Address- 192 168 4.1 IP Start- 192 168 4 100
Mask: 255.255.255.0 IP End: 192.168.4.150
Local DNS: 0.0.0.0 Devices: 1
Item Description
MAC MAC address of the LAN port.
IP Address The gateway's own IP address in the local
network.
Mask Subnet mask of the gateway.
. Click to view information about connected
Devices ;
devices.
Click to access detailed LAN port
Setup

parameter settings.

4G/5G Cellular Network:

When the main link is set to cellular, successful dialing will display the related cellular information.
Click More to view detailed cellular information. If the main link is set to wired, no dialing occurs, and
no cellular information will be displayed.

20
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4G/5G Cellular Network Setup >>
SIM2

© sIim1

Operator ﬁgigi?e IMSI: 46€
BAND: LTE BAND 40
Net: TDD LTE
Signal: -51 dBm More>>
Console:

When a serial port has a connected device and a sub-device has been successfully added, the port is
displayed in green; otherwise, it is shown in gray. Below, the parameters of each serial port and the
number of connected devices are displayed. Click to view details.

Console 0 Setup >>
Console1
Baud Rate: 115200 Name: RS232/A1B1
Data Bits: 8 Devices: 0
Parity:  None
Stop Bits: 1

3.6 Data Acquisition
3.6.1 Child-Device

On this page, devices need to be added. For example, if the gateway is connected
to a temperature and humidity sensor, add a temperature and humidity sensor
device here. The following demonstrates adding a sensor based on MODBUS RTU.

(1) Add Device: It is recommended to use an English name for the device, as it
will later be transmitted to the MQTT server, as shown in the figure.

21
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New Device

* Name

* Channel

* Manufacturer

* Device Type

* Station

RS232/A1B1 [ Edit

Baud Rate

Data Bits

G100 user manual

test
RS232/A1B1
Modbus

Modbus RTU

Advance

Parity

Stop Bits

(2) Add Variables within the device. A sensor or device usually needs to report multiple variables. The

specific operation is shown in the figure.

Variable Configuratio

No. Status Device Name Manufacturer Device Type Parameter Operation
n
1 (1) test Modbus Modbus RTU RS232/A1B1 G w
New Variable

* Vanable Name

* Data Processing

* Data Type 16-Bit Signed
* Address Type  03(4X)
Bluk Address Main Address
* Address 0
* Bluk Number 1
* Span 1
*Roadirte  hoodWirle @ Read Only

hum

None

Cancel OK

Note: Be sure to use English for the variable names, as these names will be reported
to the MQTT server. Configure the other parameters according to the device’s
MODBUS RTU settings. After completing the setup, click Apply. If the variables are
successfully recognized, their status will be displayed in green.

(3) After adding the device and variables, you can start sending MQTT data. For more details about
MQTT, please refer to the Cloud Service section.

22
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(4) When editing a variable, you can perform data precision conversion on the collected values.
Specifically, select Custom Formula and use the expression variable x multiplier * offset to achieve data
conversion, as shown in the figure. (Click Help for more detailed instructions.)

3.6.2 Cloud

This page is used to add an MQTT server for device data forwarding, enabling the variable data from
the variable monitoring module to be sent to the MQTT server for platform subscription.
This module consists of two steps:

1. Add an MQTT Server

Create a new MQTT server entry and fill in the required parameters such as server address, port,
username, and password (if applicable).

Select the topics you want to subscribe to or publish (topics can be configured in the Message
Management section in the upper-right corner), and then click Apply, as shown in the figure.

Parameter Conf
Enable Cloud (@D Advance

* Timeout(s) 10
* Cloud Name

* Keep Alive (s) 60
Cloud Type Standard MQTT

SSLITLS Enable @ Disable
* Address
*Port = 1883
* Client ID

MQTT Username

MQTT Password

When selecting the cloud platform type, choose Standard MQTT for normal use; the other options are
for integration with third-party cloud platforms.

23
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Enable Clovd (@) Advance

*Timeout(s) 10
* Cloud Name test

“Keep Alive (s) 60
Cloud Type | Standard MQTT

SSLTLS Enable @ Disable
< Address | baidu.com
“Port 1883
* Client ID
MQTT Usemname

MQTT Password

* Upload Cycle(s) | 10

Each change point is packaged and reported indapendently

® The Data Cache on the page indicates that when the device is offline, collected
point data will be temporarily stored in memory and sent automatically once the
device reconnects to the network.

® Clear Reported Data: This option allows you to disable the cache clearing
function if needed, so that cached database data can be downloaded from the
device.

2.Import Variables

After adding the MQTT server, you need to import the variables to enable data reporting to the MQTT
server, as shown in the figure.

New Variable

 Select Al

Variable Name Register Address.
Device Name Read/Write

Total0  10/page

Finally, you can subscribe to the device data on the MQTT server, as illustrated.
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N

wayne

I wyq QoS 0

o}

Payload: Base64 QoS: 0 Retain Meta

test

MQTT Data Format

{"sn":"FDC170804767","ct_id":"12","datasource™:"periodic_report","ctime":"2023-09-01
17:26:16","subdev":{"sensor":{"ctime":"2023-09-01 17:26:16","data":{"hum":248}}}}

The above shows the data format published to the MQTT server through the cloud service.
The meanings of each field are as follows:

SN: Serial number of the gateway
ctime: Data collection time

sensor: This represents the device name. If another name is used, it will appear here accordingly.
Therefore, it is recommended to use an English name when adding a device.

data: Nested structure containing collected data
hum: This represents a variable. The name will vary depending on the defined variable.

3.6.3 I/F Setting

3.6.3.1 Serial Config

When the device is connected to sub-devices via a serial port, it is necessary to configure the serial port
parameters. Make sure that the parameters are exactly the same as those of the connected sub-device
to enable proper data transmission and reception. After setting the parameters, remember to click Apply.
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RS232/A1B1 A2B2
Baud Rate 115200 Baud Rate
Data Bits 8 Data Bits
Parity None Parity
Stop Bits | 1 Stop Bits
A4B4 ASBS
Baud Rate 115200 Baud Rate
Data Bits 8 Data Bits
Party =~ None Parity
Stop Bits 1 Stop Bits

115200

8

None

115200

8

None

G100 user manual

A3B3

Baud Rate 115200

Data Bits 8
Parity None
Stop Bits | 1

If the detailed parameters of the connected sub-device are unknown, you can perform
the following test. In most serial port devices, the common configuration is 8N1, which

means 8 data bits, 1 stop bit, and no parity.

3.6.3.2 10 Config

The gateway’s I/O ports can be used for DI input, DO output, and relay functions.

© Dio © Di
Realtime Status: Low Level Realtime Status: Low Level
Alias Alias:

The wiring method is described as follows:

1. DO Wiring

© oo

Realtime Status:  Output Off

Alias:
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® VCC

As shown in the figure above, the internal DO optocoupler output is essentially a transistor that shares a
common ground with the device. The MCU controls the DO output as follows:

When the MCU outputs a high level (pin is conducting), the optocoupler resistance becomes 0 and
connects to GND;

When the MCU outputs a low level, the optocoupler resistance becomes infinite, and the circuit is open.

When an external device, such as a lamp, is connected:

If VCC is powered by the G100’s 12V supply, the wiring is as shown above, forming a complete circuit;
If VCC is powered by an external power supply, connect the DO GND to the external power supply’s
GND to form a complete circuit.

2, Relay Wiring

R-
VCC T U ___._‘ Eg ’7

= GND

VCC

®___ e

The relay can be simply understood as a switch. When closed, it drives the circuit, with a maximum
drive current of 1A.

When powered by the G100’s 12V supply, connect the relay’s “-” terminal to the power supply GND.
When powered by an external power source, connect the relay’s “—” terminal to the external power
supply GND to form a circuit.

Note: The 5V power supply at the RS232 interface and the 12V power supply are independent, and
their GNDs are not connected. If powered by 5V, ensure that the RS232 GND is connected to the 12V
power supply GND to complete the circuit.
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3.6.4 Proto Conv

The main function of protocol conversion is to convert the device data collected as a master station into
slave station data, which can then be transmitted to other devices.

Here, we take the previously mentioned sensor data collected via Modbus RTU as an example.
Originally, the gateway collected sensor data as a master station; now, it needs to send this data as a
slave station. The operation is as follows:

(1) Select Modbus TCP, and configure the port and station number, which corresponds to the slave
address. The Modbus TCP IP address is the local device IP, as shown in the figure.

S : Mo
Slave Config.
I:I Maping Variables
Variable Name Device Name Data Type Register Address Read/Write Maping Address Operation
o *
% DFRNE: FTFEIR SR

(2) Mapping Point Table: If the data was collected as a master station via Modbus RTU, configure the
mapping as shown in the figure.

(3) Import Device: Click Apply to complete the setup.

If Modbus RTU was used as the master station, then Modbus TCP must be used as the slave station.
Conversely, if Modbus TCP was used as the master, Modbus RTU should be used as the slave.

Other protocols such as IEC104, IEC101, DNP3.0, OPC UA, etc., are configured similarly. The basic
principle is to take sensor data collected southbound and convert it as a slave into standard protocol
fields to report to other devices. Essentially, this still functions as the southbound interface for
connecting devices.
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3.6.5 Redevelope
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For instructions on secondary development operations, please contact the relevant technical or

business personnel.

® Home @ cPu 14w

Config Storage Status
Enable (3 FreMMG

APP Table

3.7 Network

3.7.1 WAN
3.7.1.1 WAN

WAN Global Settings

Dual Link Option

Enable WAN Failover

Main

= Connection Type ~ SIM1- 4G/56
Password
= Connection type ~ AUTO
* Keep Online Detection Ping
* Detection Interval 120 s

* Backup Defection IP | 208.67.220.220

No. sttus. Name. RAM Usage cPU Usage

.
Username
APN 3anet Auto
PIN Code

* Main Detection IP

Dual Link Option

Dual Link Option

Enable WAN Failover
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Enable the dual-link backup function, which determines whether two links are activated, allowing the
router to operate with dual-link capability. If disabled, only a single link (the primary link) is active, and
the backup link does not operate. When enabled, options for simultaneous dual-link operation will
appear. The meaning of these options is as follows:

Enabled: When the primary link is online, all default data is sent to the Internet via the primary link. If the
primary link goes offline and the backup link is online, the system will switch to the backup link, sending
default data through it. Meanwhile, the primary link will continuously attempt to reconnect, and once it is
back online, the system will switch back to the primary link. In summary, the primary link has priority,
and the backup link serves as a fallback.

Note: If both SIM cards are online and Load Balancing or Load Splitting is enabled, refer to the Load
Balancing menu for detailed data routing explanations.

Note: When the dual-link backup function is enabled, if the connection type of the Primary Link or
Backup Link is set to Static IP or DHCP, the corresponding Keep-Alive function must be configured. For
detailed setup, refer to the Keep-Alive instructions.

The Primary Link and Backup Link connection types cannot be the same, and they cannot use the same
physical WAN port.

Primary Link / Backup Link

Select the Internet connection type from the dropdown menu. WAN connection types include eight
options: Disabled, Static IP, Auto Configuration - DHCP, PPPoE, SIM1-4G/5G, SIM2-4G/5G, SIM1-
3G/UMTS/AG/LTE, and SIM2-3G/UMTS/4G/LTE.

Option 1: Disabled

Disables the WAN port connection type setting.

Option 2: Static IP
Main
* Connection Type Static IP * WAN IP Address 0000
* Mask 0000 * Gateway 0000
* Static DNS +

* Keep Online Detection  Ping
* Detection Interval 120 * Main Detection P 223555

* Backup Detection P 208.67.220.220

Dedicated connections such as business fiber lines typically use this connection type. Your ISP will
provide detailed parameters including IP address, subnet mask, gateway, and DNS, which need to be
configured on the 5G gateway.

WAN IP Address: Set according to the IP address assigned by yourself or the ISP

Subnet Mask: Set according to the subnet mask assigned by yourself or the ISP
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Gateway: Set according to the gateway assigned by yourself or the ISP
Static DNS: Set according to the static DNS assigned by yourself or the ISP

Option 3: DHCP

Main
* Connection Type ~ DHCP

* Keep Online Detection  Ping

* Detection Interval 120 5 * Main Detection IP 223555

* Backup Delection IP 208.67.220.220

Cable TV and some community broadband connections use this method, with the WAN
port IP address obtained via DHCP.
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Option 4: PPPOE

Main

 Connection Type

Password

* Keep Online Detection

* Detection Interval

* Backup Detection IP

PPPOE Username

Ping
120 s * Main Detection P~ 223555

208.67.220.220

> Advance

ADSL broadband services typically use this connection type, as do some other ISPs. The PPPoE
connection type requires the ISP to provide a username and password, which must be configured on

the 5G gateway.

Username: The

username used to log in to the Internet

Password: The password used to log in to the Internet

Option 5: 4G/5G

Main

* Connection Type
Password

* Connection type

* Keep Online Detection
~ Detection Interval

* Backup Detection IP

SIM1 - 46/56 Usemame

APN  3gnet Auto
AUTO PIN Code
Ping
120 s * Main Defection IP 223555

208.67.220.220

Username: The username used to log in to the Internet
Password: The password used to log in to the Internet
APN: Access Point Name

PIN: PIN code provided by the SIM card

Option 6 : 3G/UMTS/4G/LTE
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Main

= Connection Type | SIM1 - 3G/UMTSMGILTE Username
Password APN  3gnet

*Dial Sling  *99¢ (UMTS/3G/3.56) * Connection type | AUTO

PIN Code
* Keep Online Detection  Ping

* Detection Interval 120 * Main Detection IP 223555

3 3
Username: The username used to log in to the Internet
Password: The password used to log in to the Internet
Dial String: The number used to call the ISP
APN: Access Point Name
PIN: PIN code provided by the SIM card

Connection type

= Connection type | AUTO

Options include Automatic, Force 3G, Force 2G, 3G Preferred, 2G Preferred, and others. If using a
5G module, corresponding 5G network options will be added. Users should select according to their
needs and the type of module used.

Keep Online Detection

* Keep Online Detection Ping
* Detection Interval 120 * Main Detection IP | 223555

* Backup Detection IP 208 67.220.220

Used to check whether the Internet link is active. If this option is enabled, the 5G gateway
will automatically monitor the Internet link. Once a disconnection or invalid link is detected,
the system will automatically reconnect to reestablish a valid connection. If the network
environment is poor or a private network is used, it is recommended to use 5G Router
Mode.

None: Do not use the Keep-Alive function.

Ping: Send ping packets to check the link. If this mode is selected, you must also correctly configure
Keep-Alive Detection Interval, Primary Server IP, and Secondary Server IP.

Router: Use the route method to check the link. If this mode is selected, you must also correctly
configure Keep-Alive Detection Interval, Primary Server IP, and Secondary Server IP.

TCP: Use the TCP method to check the link. If this mode is selected, you must also correctly configure
Keep-Alive Detection Interval, Primary Server IP, Secondary Server IP, and the Check Times
parameter.
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Detection Interval :
The time interval between two consecutive Keep-Alive checks, in seconds.

Main Detection IP:
The IP address of the primary server that responds to the 5G gateway’s online detection packets. This
setting is only effective when the Keep-Alive Method is set to Ping or Route.

Backup Detection IP:
The IP address of the secondary server that responds to the 5G gateway’s online detection packets.
This setting is only effective when the Keep-Alive Method is set to Ping or Route.

Advance
~ Advance
Fixed WAN IP
Fixed WAN GW Address
Aliow these authentication PAP CHAP Dial Failure to Restart (D)
MS-CHAPE MS-CHAPV2 cop Asynemap @D
Force reconnect wan Nat (@)

STP * Band AUTO

Dial Failure to Restart:
Whether the device should restart if dialing fails for 10 minutes. If enabled, the device will restart; if

disabled, it will attempt to redial.

Fixed WAN IP/Address:
If enabled, the WAN IP and gateway address can be manually configured.

STP (Spanning Tree Protocol):
STP is used in looped networks to provide path redundancy while pruning the looped network into a
loop-free tree structure. This prevents packet proliferation and infinite loops within the network.

3.7.1.2 Global Settings
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WAN Global Settings

Global Settings

= Force Net Card Mode Auto *MTU

Assign WAN Port to Switch

Force Net Card Mode:
Default is Auto; can be set to 10M or 100M.

Assign WAN Port to Switch:
This setting allows the device’s WAN port to be configured as a LAN port.

3.7.2 LAN

Router IP

LAN IP 192168 4.1 Mask 255255 2550

Gateway 0000 Local DNS 0.00.0

Gateway IP
LAN IP:
Indicates the IP address of the 5G gateway that can be accessed within your local area network (LAN).

Mask:
Indicates the subnet mask of the 5G gateway IP address visible to your LAN.

Gateway:
Specifies the internal gateway of the 5G gateway. If set to the default, the internal gateway is the
gateway device itself.

Local DNS:
The DNS server is automatically assigned by the operator’s access server. If you have your own DNS
server or another stable and reliable DNS server, you can choose to use it. Otherwise, use the default

setting.

DHCP

These settings are used to configure the Dynamic Host Configuration Protocol (DHCP)
server function of the 5G gateway. The 5G gateway can serve as a DHCP server for the
network. The DHCP server automatically assigns an IP address to each computer on the
network.
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If you enable the DHCP server option on the 5G gateway, you can set all computers on the
local area network (LAN) to automatically obtain their IP address and DNS information,
while ensuring that no other DHCP servers exist on the network.

DHCP

DHCPType = DHCP Server pHCP server @D

IP Start 100 Maximum DHCP Users 50

~ Advance

Client Lease Time 1440 WINS 0000

Use DNSMasq for DHCP (D) Use DNSMasq for NS (D)
pHep-Autnoritative (@D

DHCP Type: Includes two modes — DHCP Server and DHCP Forwarder.
If set to DHCP Forwarder, enter the address of the DHCP server as shown below.

DHCP

DHCP Type | DHCP Forwarder DHCP Server  0.0.0.0

DHCP Server:

DHCP is enabled by default at the factory. If there is already a DHCP server in the network, or if you do
not wish to have one, click Disable. If you select DHCP Forwarder, enter the corresponding DHCP
server |P address.

IP Start :

Enter a value between 1 and 254 to specify the starting address range for IP allocation by the DHCP
server. Since the default IP address of this 5G gateway is 192.168.4.1, the start IP address must be
192.168.4.2 or greater but less than 192.168.4.254. The default start IP address is 192.168.4.100.

Maximum DHCP Users:

Enter the maximum number of devices to which the DHCP server can assign IP addresses. This
number cannot exceed 253, and the sum of the starting IP address and the user count must not exceed
255. The default value is 50.

Client Lease Time:

Specifies the lease period for which a user can occupy a dynamically assigned IP address. Enter the
time in minutes. When the lease expires, the IP address is automatically reassigned to another user.
The default setting is 1440 minutes (1 day), and the configurable range is 0-99999.

WINS:
Windows Internet Name Service (WINS) manages the interaction of computers within the network and
the Internet. If you are using a WINS server, enter its IP address here. Otherwise, leave this field blank.

DNSMasq:

Adds your domain name to the local search domain and extends host options. When enabled,
DNSMasq provides both IP address and DNS assignment for subnets. If DNSMasq is not selected, the
dhcpd service will be used to assign IP addresses and DNS for the subnet.

Multiple LAN IP
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v Select All + Add

No. IP Address Mask Operation

No Data

Total0 | 10/page 1 Goto 1

You can click the Add button to enter the corresponding IP address and subnet mask to divide the LAN
port into multiple network segments. You can also choose to delete this configuration if needed.

* IP Address

* Mask

3.7.3 WiFi
3.7.3.1 WiFi

WIFI Virtual Interface

enavle (@D

~ Wireless Mode  Access Point

Access point only

*8SID * Security Mode Open

Supports Chinese/English, special characters, digits WPA2 Recommended

* Signal Through Walls Hide SSID

Hide SSID (disabled by default), when enabled the SSID cannot be scanned

> Advance

Enable (@D

~ Wireless Mode  Access Point

Access point only

Enable: Turn on WiFi.

Disable: Turn off WiFi.

Wireless Mode:

Four modes are available — Access Point, Client, Repeater, and Repeater Bridge.
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SSID:

You can set the access point name (SSID) for the wireless AP. The SSID is the shared network name
among all devices in the wireless network. It is case-sensitive, consists of letters and numbers, and
must not exceed 32 characters.

Security Mode:
Options include Open, WPA, WPA/WPA2-PSK, WPA2, and WPAS.

&

* Security Mode . Open

Open
Hide SSID WPA
WPAMIPAZ-PSK

WPA2

Signal: Options include Wall-Penetration, Standard, and Power-Saving.

* Signal | Through Walls |

Through Walls
Standard

Energy Saving

3.7.3.2 Virtual Interface

Click Add to add a virtual interface. After it is added successfully, click Remove to delete the virtual
interface.

WIFI Vvirtual Interface

2.4G

T

No. SSID Security Mode Hide SSID Operation

Total 0 10/page 1 Goto 1
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3.7.4 VPN

3.7.4.1 PPTP

PPTP Server

PPTP sever D)

Broadcast Support Force MPPE Encryption

DNS1 DHS2

WINS1 WINS2

* Server IP Client IP(s)

= pem——
Broadcast Support:
Enable or disable the PPTP server broadcast function.
Force MPPE Encryption:
Specify whether to enforce MPPE encryption for PPTP data.
DNS1, DNS2, WINS1, WINS2:

G100 user manual

Set the primary and secondary DNS, as well as the primary and secondary WINS addresses.

Server IP:

Enter the IP address of the 5G gateway as the PPTP server. It must be different from the LAN address.

Client IP:
Assign IP addresses to clients in the format XXX.XXX.XXX.XXX—XXX.

Note: Client IP addresses cannot overlap with the DHCP-assigned IP range of the 5G gateway. Any

addresses outside this range can be used.
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PPTP Client

PPTP Client Options {0)

Server IP or domain name Remote Subnet

Remole Subnet Mask MPPE Encryplion | mppe stateless
SMTU | 1e50 MRU | 1a50

nat @D Fixed IP

Usemame | DOMAINiUsemzme * Password

ping Detection

Server IP or DNS Name:

The IP address or corresponding DNS name of the PPTP server.
Remote Subnet:

The internal network of the remote PPTP server.

Remote Subnet Mask:

The subnet mask of the remote PPTP server.

MPPE Encryption:

Indicates whether MPPE encryption is supported.

MTU:

Maximum Transmission Unit, range 0—1500.

MRU:

Maximum Receive Unit, range 0-1500.

NAT:

Enable or disable NAT traversal.

Username:

The username allowed by the PPTP server.

Password:

The password corresponding to the allowed username on the PPTP server.

3.7.4.2 L2TP

L2TP Server
L2TP Server Options ()
Force MPPE Encryption (@) Server IP

Client IP(s) Tunne! Authentication

[ o= |
Force MPPE Encryption:
Specify whether to enforce MPPE encryption for L2TP data.
Server |IP:
Enter the IP address of the 5G gateway as the L2TP server. It must be different from the LAN address.
Client IP:
Assign IP addresses to clients in the format XXX.XXX.XXX. XXX—XXX.XXX.XXX.XXX.
Note: Client IP addresses cannot overlap with the DHCP-assigned IP range of the 5G gateway. Any
addresses outside this range can be used.
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L2TP Client

L2TP Client Options ()

Tunnel Name Router Usemame

Password Tunnel Authentication

Password

Peer Public IP/domain name: Remole Subnet 172.16.1.0

*Remote Subnet Mask 255.255.255.0 MPPE Encryplion mp

MTU 450 MRU 1450
nat D) Fixed IP

Require CHAP (D) Refuss Par (@)
Require Authentication () ping Detection

L2TP Server:

The IP address or corresponding DNS name of the L2TP server.
Remote Subnet:

The internal network to which the L2TP server belongs.
Remote Subnet Mask:

The subnet mask of the L2TP server’s internal network.
MPPE Encryption:

Indicates whether MPPE encryption is supported.

MTU:

Maximum Transmission Unit, range 0-1500.

MRU:

Maximum Receive Unit, range 0-1500.

NAT:

Enable or disable NAT traversal.

Username:

The username allowed by the L2TP server.

Password:

The password corresponding to the allowed username on the L2TP server.
Allow CHAP Authentication Protocol:

Indicates whether CHAP authentication is supported.
Reject PAP Authentication Protocol:

Indicates whether PAP authentication is rejected.

Allow Authentication Protocol:

Indicates whether authentication protocols are supported.

3.7.4.3 OPENVPN
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‘C—pe nVPN Server

Enable @)
* Start Type @ Start At Boot Start With VAN
* Config Via @ Configure File Manually Configure
Security @ Certificate Static Key
* CA Cert

* DH PEM + Select Upload File

* Configure File

Public CA Certificate:

The shared CA certificate used by both the server and the client.
Public Server Certificate:

The certificate used by the server.

Server Private Key:

The private key configured on the server side.

* Configure File

DH PEM Certificate:

The PEM certificate used by the server.
Configure File:

Other supplementary configurations for the server.
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OpenVPN Client

Enavle (@)
Connection Status
Using Configuration Files
Server|Pidomainname | 0.00.0 Port | 1184
*Tumnel Device | TUN Tunnel Protocol | UDP
= Encryplion Cipher |~ AES-128 CBC Hash Algorithm | SHA258
User Pass Authentication
ping Detection
Secuiity @ Certificate Static Key
*CA Cert Client Cerfficate | Mone

Server IP/Name:

The IP address or domain name of the OpenVPN server.

Port:

The listening port of the OpenVPN client.

Tunnel Device:

TUN — routing mode; TAP — bridging mode.

Tunnel Protocol:

Supports UDP and TCP protocols.

Encryption Standard:

Tunnel encryption standards include Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256 CBC, and
AES-512 CBC.

Hash Algorithm:

Provides fast data access using SHA1, SHA256, SHA512, or MD5 algorithms.
Public CA Certificate:

The shared CA certificate used by both the server and the client.

Public Client Certificate:

The certificate used by the client.

Client Private Key:

The private key configured on the client side.

~ Advanced Settings

*TLS Cipher None * Use LZO Compression Adaptive
NAT

Bridge TAP to br0

IP Address Mask
* TUN MTU Setting 1500 Tunnel UDP Fragment
TCP MSS nsCerType Verification

TLS Auth Key
Additional Config

Policy Based Routing

Use LZO Compression:
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Enable or disable LZO compression for transmitted data.

NAT:

Enable or disable NAT traversal.

Bind TAP to brO Bridge:

Enable or disable binding the TAP interface to the brO bridge.

Local IP Address:

Set the local IP address of the OpenVPN client.

TUN MTU Setting:

Configure the MTU value for the VPN tunnel.

TCP MSS:

Set the maximum segment size for TCP data.

TLS Encryption Standard:

TLS (Transport Layer Security) encryption standards support AES-128 SHA and AES-256 SHA.
TLS Authentication Key:

The authentication key used for TLS communication.

Additional Configuration:

Additional OpenVPN server configurations based on routing policies; allows input of custom routing
rules.

3.7.4.4 IPSEC
Global Settings
Enable NAT-Traversal ()
* Debug Level Close
Tunnel
No. Status Name Type Common Name Auth Mode Enable Operation

Total0 | 10/page 1 Goto 1

On the IPSEC page, the current IPSEC connections and their statuses on the device are displayed.
Status:
The state of the connection, with three possible values: Closed, Negotiating, and Established.
¢ Closed: No connection request has been sent to the peer.
e Negotiating: A request has been sent to the peer and is under negotiation; the connection is
not yet established.
e Established: The connection is successfully established and the tunnel is usable.
Operations:
Actions that can be performed on the connection, currently four types: Delete, Edit, Reconnect, and
Enable.
e Delete: Removes the connection; if the IPSEC tunnel is established, it will also be dismantled.
e Edit: Modify the configuration of the connection. After editing, the connection must be reloaded
for the changes to take effect.
¢ Reconnect: Dismantles the current tunnel and re-initiates the connection request.
¢ Enable: When enabled, the connection will initiate a tunnel request upon system restart or
reconnection. If disabled, it will not initiate a request.
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Add:

Used to create a new IPSEC connection.
Remove:

Used to delete an existing IPSEC connection.

Tunnel

No. Status Name Type Common Name Auth Mode Enable Operation

Total 0 10ipage 1 Goto| 1

Name:

The name of the IPSEC connection.

Type:

The type and function of the current IPSEC connection.

Function:

Select the IPSEC mode and corresponding function. Currently supports tunnel mode for client and
server functionality.

Type

Enable @) Mame

Type Met-to-Net Virtual Private Ne * Funclion Client

Connection Configuration: This section contains the basic address information of the tunnel.

Local WAN Interface:

The local address of the tunnel.

Local Subnet:

The local protected subnet and subnet mask for IPSEC, e.g., 192.168.4.0/24. Not required if using
transport mode.

Local Identifier:

The identifier for the local end of the tunnel, which can be an IP address or domain name.

Peer Address:

The IP address or domain name of the peer. If using server functionality in tunnel mode, this field is not
required.

Peer Subnet:

The protected subnet and subnet mask of the peer, e.g., 192.168.7.0/24. Not required if using transport
mode.

Peer Identifier:

The identifier for the peer end of the tunnel, which can be an IP address or domain name.
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Connection Config

* Inferface VAN
* Local Subnet * Local Id
* Peer WAN address * Peer subnet
* Peer 1D

Detection:

This section contains the configuration information for connection detection (DPD).
Enable DPD Detection:

Specify whether to enable this feature. Check the box to enable.

Interval:

Set the time interval for connection detection (DPD).

Timeout:

Set the timeout period for connection detection (DPD).

Action:

Configure the actions to be taken during connection detection.

Detection

Enable DPD Detection (}

=]
(=]

* Time Interval 60 * Timeout
Sign:
You can choose between pre-shared key or certificate authentication. Currently, only the pre-shared key

method is supported.
Sign

* Auth Mode Pre-Shared Key * Secrel Key

Advanced Configuration:
This section includes settings related to IKE, ESP, and negotiation modes.
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Phase 1
* [KE Encryplion AES (255 bif * IKE Integrity MD5
IKE Grouptype Group2{1024 IKE Lifetime (hours) 24
Phase 2
* ESP Encryplion AES (255 bif * ESP Integrity SHAZ (512
ESP Grouptype NULL ESP Lifetime (hours) 24
|KEw2
Use IKEv2
Aggressive Mode Perfect Forward Secrecy ()

Enable Advanced Configuration:

If enabled, you can configure Phase 1 and Phase 2 parameters; otherwise, they will be negotiated
automatically with the peer.

IKE Encryption:

The encryption method used in the IKE phase.
IKE Integrity:

The integrity scheme used in the IKE phase.

IKE DH Group:

The Diffie-Hellman group used for key exchange.
IKE Lifetime:

Set the lifetime of IKE, in hours. Default is 0.
ESP Encryption:

The encryption method used for ESP.

ESP Integrity:

The integrity scheme used for ESP.

ESP Lifetime:

Set the lifetime of ESP, in hours. Default is 0.

Aggressive Mode:

If checked, negotiation mode uses aggressive mode; otherwise, main mode is used.
Forward Secrecy for Session Keys:

If checked, PFS is enabled; otherwise, it is disabled.

3.7.4.5 GRE
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GRE Tunnel

GRETuel @D

Name. Through Poor Wan IP Addr Peer subnet Peer Tunnel 1P

Add

Name

Enable

Through

Peer Wan IP Addr
* Peer subnet
Peer Tunnel IF
Local Tunnel IP
Local Netmask

MNAT

“MTU | 1478
Keepalive

San CEI n

GRE (Generic Routing Encapsulation) Protocol:

Local Tunnel 1P Enal

G100 user manual

GRE encapsulates certain network layer protocol packets (such as IP and IPX) so they can be
transmitted over another network layer protocol (such as IP). GRE uses tunneling technology and

serves as a Layer 3 VPN (Virtual Private Network) tunnel protocol.
GRE Tunnel:

Enable or disable GRE functionality.

Tunnel:

Configurable tunnels, with a maximum of 12 GRE tunnels.

Status:

Indicates whether the configured GRE tunnel is enabled or disabled.
Name:

The name of the tunnel, up to 30 characters.

Interface:

GRE send/receive interface, currently supporting LAN and PPP dial-up interfaces.

Peer WAN IP:

Enter the WAN IP address of the peer GRE endpoint.
Peer Subnet:

The subnet IP of the GRE peer, e.g., 192.168.4.0/24.
Peer Tunnel IP:

The GRE tunnel IP of the peer.

Local Tunnel IP:

The local GRE tunnel IP address.

Local Subnet Mask:

The subnet mask of the local network.
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Keepalive:

Enable or disable GRE keepalive.

Retry Count:

Maximum number of GRE keepalive failures before retry.
Retry Interval:

Interval between GRE keepalive packets.

Failure Policy:

Policy for handling keepalive failures.

3.7.4.6 GRETAP

Name:

The name of the GRETAP interface, up to 32 characters.
Enable:

Specifies whether to enable this GRETAP interface.
Peer WAN IP:

The WAN IP address of the peer GRETAP endpoint.
Ping Detection:

Specifies whether to enable link detection for GRETAP.
Keepalive Interval:

The interval for GRETAP link detection checks.

IP Address:

The IP address used by GRETAP to detect the peer.
Reconnect Count:

The number of failed GRETAP detection attempts before retrying the connection.
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3.7.4.7 VXLAN
Vxlan
R,
Enavie (@D
*WXLAN Tunnel Name | wxlan1 = VXLAN remote ip addr
* VXLAN Network Identifer * VXLAN destination port 8472
Consistent with the other party VXLAN network identifier Linux default 8472
*VXLAN MTU 1450
Default 1450, valid range 576-1450
Enable:

Enable or disable the VXLAN functionality.

VXLAN Tunnel Name:

The name of the VXLAN network interface.

VXLAN Remote Network Address:

The WAN IP address of the VXLAN peer.

VXLAN Network Identifier:

The VXLAN network identifier, which must match between local and peer ends.
VXLAN Destination Port:

The destination port for VXLAN, default is 8472.
VXLAN MTU:

The MTU size for VXLAN transmission, default is 1450.

3.7.4.8 EOIP

Enable (@)

* Local IP Address

* Remote IP Address

eridged (D)

Enable:

Enable or disable this EOIP function.

Remote IP Address:

The WAN IP address of the peer EOIP endpoint.
Bridging:

Specify whether to enable bridging. If disabled, the EOIP subnets on both ends can differ; if enabled,
both EOIP subnets must be the same.

IP Address:

The tunnel IP address for EOIP.

Subnet Mask:

The subnet mask for the EOIP tunnel.
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3.7.4.9 FRP

FRPC Config
Enable D)
FRP FRP Server Addr * FRP FRP Server Port 80

FRP FRP Remote Token

Enable:

Enable or disable the FRP function.

FRP Server Address:

The public FRP server address.

FRP Server Port:

The public FRP server port.

FRP Remote Key:

The key for the public FRP server.

Local IP:

The destination IP that FRP will access and map.
Local Port:

The destination port that FRP will access and map.
Remote Port:

The port used by FRP for accessing the device over the public network.

3.7.5 NAT
3.7.5.1 Port Forward

Port forward is used to configure public services on the network, such as web servers, FTP servers, or other
dedicated Internet applications (any application that uses Internet access to provide functionality).

Port Forward

Add

Name
Enable
Protoco
Source Met
* Port From
*IP Address

Port To

Gancel n

Name:

Enter the name of the application in the provided field.

Protocol:

Select UDP or TCP for the application. To use both protocols simultaneously, select both.
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Allowed Source IP Range:

Enter the IP addresses of Internet users allowed to access the service.

Source Port:

Enter the external port number used by the service.

IP Address:

Enter the internal IP address of the server that Internet users will access.

Destination Port:

Enter the internal port number used by the service.

Enable:

Check this box to enable the defined port forwarding service. Default is disabled (unchecked).
After completing the page modifications, click “Save Settings” to save changes, or click “Cancel
Changes” to discard them. Help information is available on the right; click “More” for details.
Port Range Forwarding:

Port Range Forward

Add

Mame
Enable
Protocol
Start Port
* End Port

*IP Address

Cancel n

Some applications may require forwarding a specific range of ports to function properly. When requests
are made from the Internet to a port range, the 5G gateway forwards the data to the designated
computer. For security reasons, port forwarding should be limited to only the ports in use. If a port
forwarding rule is no longer needed, it is recommended to temporarily disable it by unchecking the
Enable box.

Name:

Enter the name of the application in the provided field.

Enable:

Check this box to enable the defined multi-port forwarding service. Default is disabled (unchecked).
Protocol:

Select UDP or TCP for each application. To use both protocols simultaneously, select both.

Start Port:

Enter the starting port number of the forwarding range.

End Port:

Enter the ending port number of the forwarding range.

Destination IP Address:

Enter the internal IP address of the server that Internet users will access.
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After completing the modifications, click “Save Settings” to save changes, or click “Apply” to activate
the configuration.

3.7.5.2 DMZ

Port Forward DME Virtual IP Setting

-~

us=OMZ (D)

B NS 1D EXpoSE SpECMC NOST I INEMEeL Witn 3l pons acczessID

* DMZ Host IP Addres= 192.168.1 0

The DMZ function allows a network user to be exposed to the Internet to use specific services. A DMZ
host forwards all ports to a single computer. Unlike port forwarding, which only opens specific ports for
security, a DMZ host opens all ports, exposing the computer to the Internet.

To enable the DMZ function, check Enable, and then enter the computer’s IP address in the DMZ Host
IP Address field.

3.7.5.3 Virtual IP Setting

*Real IP

* Objective IP

* Inferface

Virtual IP:

The virtual IP address.

Real IP:

The actual IP address to be accessed, e.g., the IP under the router (192.168.4.100).
Destination IP:

The subnet address and gateway of the peer. Default is 0.0.0.0/0 if not specified.
Interface:

The interface through which the virtual IP is forwarded.

3.7.6 VLAN
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Virtual Local Area Network (VLAN)

VLA Assigned To Default Bridge

The VLANS function allows users to divide different VLAN interfaces according to their needs. The system
supports VLAN1-VLAN15, totaling 15 VLAN interfaces. However, there are only 5 physical ports: 1 WAN

port and 4 LAN ports. Users can assign VLANs based on their requirements, but a LAN port and the WAN
port cannot be assigned to the same VLAN.

3.7.7 Bridge

Bridge

No. Bridge Name Priority Ty Assign To Interface (¢ Operation

Create Bridge:
Create a new bridge for use. STP refers to the Spanning Tree Protocol, which can be configured with a
priority value. Lower numbers indicate higher priority.
Assign to Bridge:
Allows you to assign any valid interface to an already established bridge.
Current Bridge List:
Displays the list of existing bridges.
Steps to Create a Bridge:
1. Click the Add button in the Create Bridge section to open the configuration options.
2. Configure the following:
o Name (e.g., br0): The name of the bridge.
o STP: Whether to enable the Spanning Tree Protocol.
o Prio: The STP priority; lower numbers have higher priority.
o MTU: Maximum Transmission Unit, default is 1500. Remove if not required.
3. Click Save or Apply to create the bridge. The bridge properties will then appear for further
configuration.
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A

Bridge Parameters
* Bridge Mame
STP
* Priority 32788
*MTU 1500
IP Address

Mask

Assign To Interface

Interface Priority Operation

Mo Data

After entering the IP address and subnet mask for the bridge, click OK to create the bridge.

Note: The bridge must be created before it can be applied.

Assign to Interfaces:

This option allows you to assign different interfaces to an already created bridge. For example, you can
assign the interface ra0 (wireless interface) to the bridge brl, as shown below.

Assign To Interface

Interface Priority Operation

Mo Data

Prio:

Represents the priority level. It is effective when multiple interfaces are bound to the same bridge; lower
values indicate higher priority. Click Apply to activate the settings.

Note:

Some WAN interfaces should not be bound to the bridge. This bridge function is primarily intended for
LAN-side use and should not be associated with WAN ports.

3.7.8 Advanced Routing
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Main Mode

Main Mode | Gateway

Static Routes

No. Route Name Metric Destination LAN NET Mask Gateway Interface Operation

Toisl0 | 10ipage Goto 1

On the Advanced Routing page, you can configure the operating mode and static routes. For most
users, Gateway Mode is recommended.

Operating Mode:

Select the appropriate mode. If the 5G gateway is sharing an Internet broadband connection, keep the
default Gateway setting (recommended for most users). If you only want to use the 5G gateway for
routing within the network, select 5G Gateway mode.

Dynamic Routing

Interface Disable

Dynamic Routing:

This feature is not available in Gateway mode. Dynamic routing allows the 5G gateway to automatically
adjust to physical changes in the network layout and exchange routing tables with other 5G gateways.
The gateway determines the route for network packets based on the minimum number of hops between
the source and destination.

To enable dynamic routing for the WAN side, select WAN. To enable it for LAN and wireless, select
LAN&WLAN. To enable it for both WAN and LAN simultaneously, select both. To disable dynamic
routing for all data transmissions, leave the default Disabled setting.

Static Routing:

To configure static routes between the 5G gateway and another network, select a number from the
Static Routing dropdown for configuration. (Static routing uses predetermined paths to ensure that
network information is sent to a specific host or network.)
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Add

Route Name

* Metric

* Destination LAM NET
* Mask

* Hext Hop Address

* Interface

= -
Route Name:

User-defined name for the route, up to 25 characters.

Hop Count:

The metric for the route from the source to the destination. Range: 0-9999.

Destination LAN IP:

The destination IP address of the static route, representing the target network or host.

Subnet Mask:

Determines which part of the destination IP address is the network and which part is the host.
Gateway:

The IP address of the gateway device that allows the 5G gateway to communicate with the destination
network or host.

Interface:

Select the appropriate interface based on the destination IP, such as LAN, WLAN, or WAN (Internet).
To delete an existing static route, select the corresponding route number and click Delete. To view
detailed routing information of the current 5G gateway, click Current Routes.

Current Route

Destination LAN N

T Gateway Subnet Mask Metric Interface
127.0.0.0 0.0.0.0 255.0.0.0 0 lo
192 168.1.0 0.0.0.0 2552552550 0 b

After completing the modifications, click “Save Settings” to save the changes without applying them, or click
“Apply” to activate the changes.
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3.7.9 5G LAN Setting

5GLAN Setting

The 5G LAN function is linked to the 5G module; only the corresponding 5G module supports this feature.

3.7.10 MAC Address Clone

Some ISPs may require you to register your MAC address. If you do not want to re-register, you can clone
the 5G gateway’s MAC address to match the MAC address registered with your ISP.

MAC Clone
MAC Clone (D)
* Clone LAM{VLAN) MAC | 54:00:84:08:00:E0
* Clone WAM MAC | 54:D0:84:08:00:E1
Clone LAM(Wireless) MAC 54:00:84:08:00:E2
MAC address cloning can clone three parts: a LAN-port clone, a WAN-port clone, and a wireless MAC
clone. Two points to note:
1. A MAC address is 48 bits and must not be a multicast address — the first byte should be even
(i.e., the least-significant bit of the first octet is 0).

2. Because the wireless interface and LAN ports are bridged together by br0, the br0 bridge MAC
address is determined by the numerically smaller value of the LAN MAC and the wireless MAC.

3.8 Application Setting

3.8.1 Active Policy

The Active Policy page allows you to configure scheduled reboot and scheduled tasks.

Scheduled Reboot
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Schedule Reboot

Schedule Reboct ({)
* select By Restar After & Few Seconds

* Interval {in seconds) 3600

You can configure the router for a scheduled reboot: reboot after xxx seconds, or at a specific date and
time, on certain weekdays, or daily.

Scheduled Tasks

Timed Tasks

=

3.8.2 Security Policy

3.8.2.1 IP Restriction

You can restrict incoming and outgoing traffic by setting a whitelist or blacklist, including limitations
based on source or destination IP addresses and communication protocols.

IP Restrictions

Enable (:i

* Strategy Black List

3.8.2.2 URL Restriction

URL Restrictions

Enable @D

* Strategy Black List

This feature allows you to set a whitelist or blacklist of URLS, accepting data that matches the rules and
discarding all others.

59



=
ﬁi fQ n G100 user manual

3.8.2.3 MAC Restriction
This feature allows you to set a whitelist or blacklist of MAC addresses, accepting data that matches the
rules and discarding all others.

MAC Restrictions

Enable (}

Strategy Black List

3.8.2.4 Firewall
You can enable or disable the firewall, choose to filter specific types of Internet traffic, and block
anonymous Internet requests to enhance network security.

Firewall Protection

IP Restrictions URL Restrictions MALC Resfrictions Firewal Cert Management Wieb Access

Firewall Protection

sPI Firewall D)

The firewall enhances network security by inspecting incoming packets using Stateful Packet Inspection
(SPI). To use firewall protection, select Enable; otherwise, select Disable. Only with SPI enabled can
other firewall features, such as proxy filtering and blocking WAN requests, be used.

Additional Filters

Additional Filters

Filter Prosxy Filter Cookies

Filter Java Appleis Filter Activex

Proxy Filtering:

Using a WAN proxy server may reduce the gateway’s security. Enabling Proxy Filtering will block
access to any WAN proxy server. Check the box to enable, or uncheck to disable.

Cookies Filtering:

Cookies are data stored on your computer by websites and used when interacting with Internet sites.
Check the box to enable Cookies Filtering, or uncheck to disable.

Java Applets Filtering:

Blocking Java may prevent web pages using Java applets from opening. Check the box to enable Java
Applets Filtering, or uncheck to disable.

ActiveX Filtering:

Blocking ActiveX may prevent web pages using ActiveX controls from opening. Check the box to enable
ActiveX Filtering, or uncheck to disable.
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Block WAN Requests:
Block WAM Requests

Block Anonymous WAN Requests (ping) Filter IDENT (Port 113)

Block WAN SNMP access

Block Anonymous WAN Requests (Ping):

Enable this feature by checking the Block Anonymous Internet Requests box to prevent other Internet
users from pinging or probing your network. This makes it harder for external users to access your
network. The default setting is enabled; uncheck to allow anonymous Internet requests.

Filter IDENT (Port 113):

This feature protects port 113 from being scanned by devices outside your local network. Check to
enable filtering or uncheck to disable.

Block SNMP Access:

Prevents SNMP connection requests from the WAN.

Limit WAN DoS/Brute-Force

Impede WAN DoS5/Bruteforce

Limit S5H Access Limit Telnet Access

Limit PPTP Server Access Limit L2TP Server Access

Limit SSH Access:

This feature restricts SSH access requests from the WAN, allowing a maximum of 2 SSH connection
attempts per minute from the same IP.

Limit Telnet Access:

This feature restricts Telnet access requests from the WAN, allowing a maximum of 2 Telnet connection
attempts per minute from the same IP.

Limit PPTP Server Access:

When the device is running a PPTP server, this feature restricts WAN PPTP access, allowing a
maximum of 2 PPTP connection attempts per minute from the same IP.

Limit L2TP Server Access:

When the device is running an L2TP server, this feature restricts WAN L2TP access, allowing a
maximum of 2 L2TP connection attempts per minute from the same IP.

3.8.2.5 Web Access

You can configure the local web access protocol, port, and user logout time, as well as the remote web
access management method.

61



”3
"T' i fQ n i G100 user manual

WEB
Web GUI Management (@) * User Automatic Logout Time | 300 s
Protocol HTTP HTTPS * Login interval limit 5 s
*HTTP Port 80
= dudgment of login Jimes 3
* Abnormal login interval limit | 30 5
* Abnormal resettime 30
Remote WEB

Remote HTTP Management (@)

Firewall

3.8.3 QOS

The QoS feature allows you to limit upload and download bandwidth separately and set maximum
upload and download speeds for both the primary and backup links.

Main
Enable ()
“Port | WAN
* Packet Scheduler HTB
* Uplink (kbps) 0
* Downlink (kbps) 0
Backup
Enable D
“Port | WAN

= Darckat @rhadular uro

[ sae | roo |
Upload (kbps):
Enter the bandwidth allocated for upload. In practice, it is usually 80%—90% of your maximum available
bandwidth.
Download (kbps):
Enter the bandwidth allocated for download. In practice, it is usually 80%—90% of your maximum
available bandwidth.
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3.9 Maintenance Settings
3.9.1 Diagnostics

Click Start Diagnostics to have the device check the current primary and backup links. Any anomalies
will trigger alerts. You can also choose to export the diagnostic results.

Diagnosis

* Diagnostic Conlent Net

Diagnostic Results
mac. o4 LU B4 90 ey
Current Link  Main Link

DS Resolufion Test Address: www.baidu.com
IPv4 Resolution: --

IPvG Reszolution: --

Main Link
Metwork Config  SIM1 - 4G/5G Mormal
Module Statuz  NMLG66S Mormal

Maodule Verzion Diagnosing:,

3.9.2 Network Tools

The Network Tools section provides three modes: ping, traceroute, and nslookup, which can be used to
analyze and troubleshoot the device.
Network Tools

* Mode ping

* I[P or Domain

Refer to the following
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&

Network Tools

* Mode ping

* P or Domain 114.114.114.114

Diagnosis Completed
PING 114114114 114 (114 114114114} 56 data bytes

3.9.3 Command Debugging

Commands

Start Command

s

Shutdown Command
o

Firewall Command
A

You can run command lines through the command window.

Startup Command:

The command line that executes automatically when the 5G gateway starts up.
Shutdown Command:

The command line that executes automatically when the 5G gateway shuts down.
Firewall Command:

Custom iptables commands that run each time the firewall is started.

Terminal

Four-Faith v2.e std (c) 2812
Release: Sep 5 2825 18:26:38 (SVN revision: std)

F3x26nec login:

This window serves as the device terminal, allowing you to log into the device using its username and
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password to perform command operations and queries.

3.9.4 Log Management

You can choose to view real-time logs or configure historical logs.
Realtime Log History Log

Real-Time Logs
Real-time logs can be viewed directly on the local web interface for problem analysis, or output through

the serial port or sent via the network.
System Log

System Log (}

* Quiput Mode | Web Page

Console
MNet

Web Page

1970-01-01 00:18:30.316: 4G_BKUP_Gr AT+CGPADDR=1
1970-01-01 00:18:30.448: 4G_BKUP_A-

+CGPADDR: 1,70.0.0.0"

For the network mode, UDP is used by default. You need to configure the corresponding remote server
address and port to receive log information. Please note that enabling network transmission will
consume the device’s data traffic, so be cautious if the data plan is limited.

System Log

System Log [‘}

* Quiput Mode Mt

* Remote Server

Port 514

Historical Logs
Log caching requires the device to have eMMC or a large JFFS feature. If it cannot be enabled, it

means the device does not support this function.
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Log Cache

Enable

Storage

3.9.5 Traffic Statistics

This page is used to display the device’s data usage for the current month.

Main
Display Unit ME Date 2075-10 Upload: 0 MB / Download: 0 MB
B Cowrnload [ Upload
MB
4 1 41 1 4
=3
Backup
Display Unit ME Date 2075-10 Upload: 0 MB / Download: 0 MB
B Cownload [ Upload
MB

It records and displays the WAN port traffic information, showing the total upstream and downstream
data usage for each day of the current month.

3.9.6 Storage Settings
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(<

JFFS

Enable ()

Status e—

Devices: idevimidblocks
Mount Point: iz
File System: jfis2
Mount Mode: nwrelatime

Disabled by default. The first time it is enabled, you can perform a formatting operation (this is not
required for subsequent activations to avoid accidental data loss). Once enabled, you can view the size
of the JFFS or eMMC. If you want to use historical log caching or other features that require storage,
this function must be enabled first.

3.9.7 Remote Management
3.9.7.1 SSH

Enabling the SSHD service allows remote access to your 5G gateway’s operating system through an
SSH client.

S5H

Enable D

SEH TCP Forwarding

Password Login D

Port 22

Authorized Keys
55H Remote Management
SSH TCP Forwarding: Whether TCP forwarding is supported
Password Login: Whether password login is required

Port: Sets the SSHD port, default is 22
Authorized Key: Set as needed; by default, the system uses the login username and password

3.9.7.2 Telnet

Enable or disable the Telnet feature.
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Teinet D)

Remote Management

By default, local Telnet is enabled, while remote Telnet management is disabled.

3.9.7.3 SNMP

You can configure parameters such as location, contact, name, read-only community string, and read-
write community string.
SNMP
Enable D)

* RW Community private
Enable: Turn the SNMP function on or off.
Location: Describes the physical location of the SNMP device.
Contact: Name of the SNMP administrator.
Name: SNMP device name.
Read-Only Community String: Allows SNMP clients to read device information.
Read-Write Community String: Allows SNMP clients to read and modify device information.

3.10 Cloud Platform Management

When you first access the device initialization page, there will be corresponding prompts. If you have an
account on the device management platform, you can set our cloud platform management address.
Alternatively, if you have purchased a private cloud deployment, you can configure the corresponding
cloud platform address and port. The device code defaults to the device’s SN and is unique.

3.11 System Management
3.11.1 System Settings
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System Settings

* Router Mame F3x2Bneo

Host Name

NTP Client

WTF Client

Time Settings

Time Adjustment

System Settings

In the System Settings section, you can configure the gateway name and host name. These options
have default values, but you can also choose to customize them.

NTP Client

The NTP client is disabled by default. When enabled, you can set the corresponding server address,
and the gateway will synchronize time based on this NTP server.

NTP Client
MTP Client (j
* Time Zone UTC+D8:00
* Summer Time (DST) Mene

Server IP/Name pool.ntp.org ntp-custl telia.com

Time Settings
If you need to change the current device time, you can configure it here.
Time Settings

Time Adjustment
3.11.2 Login Management

This page allows you to change the device’s login username and password.
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D

Account Login

Password Setting

* Router Usemame admin
* Password

* Re-enter To Confirm

3.11.3 Factory Defaults

Clicking “Restore Factory Defaults” will reset the device to its factory preset values. Please note that if
your parameters have not been saved, you should back up the configuration first before restoring;
otherwise, the device will revert to factory settings, and all original configuration parameters will be
cleared.

whestore Router Settings

3.11.4 Configuration Backup

<Backup Config

Recovery Config

Backup Configuration:

Click the “Backup Configuration” button to download the current device configuration for safekeeping or
for importing into another device.

Restore Configuration:

You can import backup files from devices of the same model using the “Restore Configuration” button.
Select the corresponding file to load the configuration parameters into the device. Note: Do not upload
any files not created through this interface.

3.11.5 Firmware Upgrade

- Upgrade
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You can load new firmware onto the 5G gateway. If the gateway is functioning properly, there is no
need to download an updated firmware version unless the new version includes features you wish to

use.

Click “Browse” to select the firmware file to upgrade, then click the “Upgrade” button to start the process.
The firmware upgrade may take several minutes; do not turn off the power or press the reset button
during this time.

Note: Upgrading the 5G gateway firmware may result in the loss of configuration settings. Please
ensure you back up the gateway’s configuration before performing the upgrade.
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